ANALISIS JARINGAN

Analisis melalui Mikrotik menggunakan fitur Torch

Torch {Running)

g -l -M ether5-Hotspot -Alliedtelesis Sre. Address: |0.0.0.0/0 |
op

Entry Timeout: |00:00:03 |s  Dst. Address: 0.0.0.0/0 |

- Collect Src. Address6: /0 |

Src. Address Src. Addressé Dst. Address6: |:./0 |

Dst. Address Dst. Address6 MAC Protocal: [al =]

[ MAC Protocol [] Port Protocal: [any [=]

["] Protocol [] VLAN Id Port: [any [+

[ /DsCP VLAN Id: [any [=

DSCP: [any I

Et.. 7 [Prot... [Src. Dst. [VLAN 1d|DSCP  |Tx Rate |Rx Rate |Tx Pack...|Rx Pack... -
200 ip) 255 255 D55 255 0000 2063k Obps 29 0 .
200 ip) 192.168.93.28 192.168.95.255 Obps 20.8 kbps 0 29
200 ip) 192.168.52.111 203.142.82 232 Obps  Obps 0 0
200 ip) 192.168.93.28 74.125.200.95 Obps  Dbps 0 0
200 ip) 192.168.92.111 192.168.92.1 Obps  Dbps 0 0
200 fip) 152.168.94.170 182.253.108.204 18504 ... 61.2kbps 181 102
800 fip) 132.168.34.170 142.2504.136 47.0kbps 38.1kbps 1 13 =
800 fip) 132.1653.94.182 Ha0v.22.82 Obps 1056 bps 0 2
800 fip) 192.1658.95.22 2242232 Obps 576bps 0 1
800 fip) 192.165.95.138 HMa79az2 Obps Obps 0 0
200 ) 192.168.92.254 192.168.93.85 Obps  Dbps 0 0
200 ip) 192.168.94.39 182.253.108.205 Obps  Obps 0 0
200 ip) 192.168.92.254 142.251.12.102 Obps  Obps 0 0
200 ip) 192.168.94.170 157.240.208 60 1432bps 1464 bps 2 2
200 ip) 192.168.94.170 203.142.84 232 Obps  Obps 0 0
200 ip) 192.168.94.170 204777777 Obps  Dbps 0 0
200 ip) 192.168.94.39 192.168.1 755 Obps 528 bps 0 1
200 ip) 192.168.94.170 142.251.12.95 Obps  Dbps 0 0
200 fip) 1592.168.94.170 142.251.10.132 Obps Obps 0 0
800 fip) 192.168.34.170 741252434 Obps Obps 0 0
800 fip) 192.168.34.170 64.233.170.119 Obps Obps 0 0
800 fip) 192.168.34.170 216.239.38.120 Obps Obps 0 0
200 ) 192.168.94.182 741252495 Obps  Dbps 0 0
200 ip) 192.168.94.170 11139563 Obps  Obps 0 0 o]
100 items Total Tx: 2.1 Mbps Total Rx: 238.3 kbps Total Tx Packet: 250 Total Rx Packet: 256




Analisis melalui Mikrotik menggunakan fitur Netwatch

Metwatch
CEEEEE =
|Hust & |Irrtenra| |T|me.-0ut (... |5tatus Since hd
i+ Unifi Lab 1 *
§/ 192.163.89.1 00:01:00 1000 up May/11/2023 07:35:00
2 Unifi Lab 2
§ 192.163.89.2 00:01:00 1000 up May./11/2023 07:35:00
.o Lab Akuntansi
& 192.168.85.225 00:01:00 1000 up May/ 11,2023 07:35:00
. Switch Ruijie
' 192.163.92.10 00:01:00 1000 up May. 10,2023 00:07:00
s eDhC
§ 19216892 28 00:01:00 1000 up May/10/2023 00:07-:00
.- Ruang Kelas 103
& 1921689237 00:01:00 1000 up May./ 10,2023 00:07:00
.o Lobby
& 192.168.52 58 00:01:00 1000 up May./ 10,2023 00:07:00
2 Hlinils 1 —
#' 192.163.92.59 00:01:00 1000 up May/11/2023 11:48:00
20 Kinik 2
§ 192.168.92.60 00:01:00 1000 up May/10/2023 00:07-:00
.- Ruang Kelas 108
& 192.168.9267 00:01:00 1000 up May./ 10,2023 00:07:00
.- Ruang Kelas 110
& 192.168.92.71 00:01:00 1000 up May./ 10,2023 00:07:00
.- Ruang Kelas 105
' 192.163.92.72 00:01:00 1000 up May. 10,2023 00:07:00
.1 Ruijie Lt3.Barat
§ 19216892133 00:01:00 1000 up May/10/2023 00:07-:00
.1 Ruijie [t3 Barat
& 19216892135 00:01:00 1000 up May./11/2023 05:04:00 -
&7 tems




Log MikroTik

# |Tirr|a |BLrFfer |Topics |Message | -
548 May/10/2023 15:35:52 memory haotspot, waming, de... 2202039 (152.168.85 242): RADIUS accourting request not sent: nor... *
543 May/10/2023 15:35:53 memory dhep, info dhcp-Hotspot assigned 192 168 54.143 to F&:E7.CD:86:52 86 I
550 May/10/2023 15:35:57 memory dhep, info dhep-Hotspot deassigned 192.168.53.109 from 76:68:39:24:02.EB
951 May/10/2023 15:36:02 memory dhep. info dhep-Hotspot assigned 192.168.92. 216 to C6.6C.FO:EE:FZ.3A
552 May/10/2023 15:36:06 memory dhep, info dhcp-Hotspot deassigned 152.168.53 62 from 7E-EE-EE:05:7D:F0
553 May/10/2023 15:36:08 memory dhep, info dhep-Hotspot deassigned 152.168.53.55 from 80:AD:16:45:DAFD
954 May/10/2023 15:36:12 memory dhep. info dhep-Hotspot assigned 192.168.94.145to F8:E7:AD.0A:68:EB
555 May/10/2023 15:36:13 memory hotspot, info, debug 2205075 (152.168.54 143} trying to log in by http-chap
556 May/10/2023 15:36:13 memory hatspot, accourt, inf... 2205075 (152.168.94.143): logged in
957 May/10/2023 15:36:13 memory dhcp, info dhep-Hotspot deassigned 192.168.93.191 from E4:AAEA:30:2A:6B
958 May/10/2023 15:36:17 memory  dhep, info dhep-Hotspot assigned 192.168.94.146 to D6:3E:E3:31:50:01
959 May/10/2023 15:36:17 memory hatspot, info, debug 2202040 (152.168.89.240): trying to log in by http-chap
960 May/10/2023 15:36:17 memory hatspot, accourt, inf... 2202040 (192.168.89.240): logged in
561 May/10/2023 15:36:31 memory hotspot, info, debug 2104025 (152.168.54.146): trying to log in by http-chap
962 May/10/2023 15:36:31 memory hatspot, accourt, inf... 2104025 (152.168.94.146): logged in
963 May/10/2023 15:36:33 memory hatspot. info, debug 2105095 (192.168.93.95): logged out: keepalive timeout
564 May/10/2023 15:36:36 memory hotspot, info, debug 2105093 (152.168.53.62): logged out: keepalive timeout
965 May/10/2023 15:36:40 memory dhep, info dhep-Hotspot deassigned 152.168.94.118 from F6:13:46:54:18:85
966 May/10/2023 15:36:40 memory dhcp, info dhcp-Hotspot assigned 152.168.94.148to B&.C3:29.E1:AF 49
567 May/10/2023 15:36:41 memory dhep, info dhcp-Hotspot deassigned 192.168.53.25 from C4.FE:5B.73:58:AD
968 May/10/2023 15:36:42 memory dhep, info dhep-Hotspot assigned 192.168.93.25 to C4:FE:5B:73.58:AD
969 May/10/2023 15:36:45 memory dhcp, info dhep-Hotspot assigned 152.168.94.149to 14 DE:4C:4A:09:0D
570 May/10/2023 15:36:51 memory  dhep, info dhep-Hotspot assigned 192.168.94.150 to 7C.2A:DB:97.25:0E
971 May/10/2023 15:36:54 memory dhep, info dhep-Hotspot deassigned 152.168.93.229 from 30:95:87:9A:BC.FF
972 May/10/2023 15:36:55 memory dhcp, info dhep-Hotspot deassigned 192.168.92.249 from 18:02:AE.8E.7F.03
573 May/10/2023 15:36:56 memory  dhep, info dhep-Hotspot assigned 192.168.52.245 to 18:02.AE.8E:7F-03
574 May/10/2023 15:36:57 memory hatspot, waming, de... 2203021 (152.168.92 215): RADIUS accounting request not sent: nor...
975 May/10/2023 15:36:58 memory dhcp, info dhep-Hotspot assigned 152.168.94.152 to CE:83.0C:B5:2D:72
576 May/10/2023 15:36:59 memory hotspot, info, debug 2104006 (152.168.54.148): trying to log in by http-chap
977 May/10/2023 15:36:59 memory hatspot, accourt, inf... 2104006 (152.168.94.148): logged in
978 May/10/2023 15:37:01 memory dhcp, info dhep-Hotspot deassigned 192.168.93.25 from C4:FE:5B:73.58:AD
579 May/10/2023 15:37:01 memory dhep, info dhep-Hotspot assigned 192.168.93.25 to C4:FE:5B:73:5B:AD
980 May/10/2023 15:37:06 memory hatspot, info, debug 2104010 (152.168.94.150): trying to log in by http-chap
581 May/10/2023 15:37:06 memory hotspot, accourt, inf... 2104010 (152.168.94.150): logged in
582 May/10/2023 15:37:08 memory hotspot, info, debug 2105100 (192.168.53.38): logged out: keepalive timeout
983 May/10/2023 15:37:15 memory dhep, info dhep-Hotspot assigned 192.168.94.153 to 04:E5:98:19.04:F8
584 May/10/2023 15:37:17 memory  dhep, info dhep-Hotspot assigned 192.168.94.154 to 66:BC:7A:0C:5D-CA
585 May/10/2023 15:37:26 memory hotspat, info, debug 2105102 (192.168.53.55): logged out: keepalive timeout
986 May/10/2023 15:37:28 memory hatspot, info, debug 2105092 (152.168.93.75): logged out: keepalive timeout
587 May/10/2023 15:37:37 memory  dhep, info dhep-Hotspot deassigned 152.168.93.249 from 76:73:18:80.0F:54
588 May/10/2023 15:37:41 memory hotspat, info, debug 2104009 (192.168.54.154): trying to log in by http-chap
989 May/10/2023 15:37:42 memory hatspot, accourt, inf... 2104009 (152.168.94.154): logged in
590 May/10/2023 15:37:44 memory hotspot, info, debug 2105108 (152.168.52 235): logged out: keepalive timeout
551 May/10/2023 15:37:44 memory dhep, info dhep-Hotepot deassigned 192.168.54.78 from 76:87:FB:74.05:67
952 May/10/2023 15:37:57 memory dhep, info dhep-Hotspot deassigned 152.168.54.109 from CA:56:80:E4.AD:BE
593 May/10/2023 15:37:57 memory dhep, info dhep-Lab deassigned 192.168.85.236 from EE:B0:35:0F-84:50
5594 May/10/2023 15:38:01 memory dhep, info dhep-Hotspot assigned 192.168.94.155to 18:02:AE.7A:AD:37
955 May/10/2023 15:38:01 memory dhep, info dhep-Hotspot deassigned 152.168.94.120 from F2:7E:C4:98:59:5A
996 May/10/2023 15:38:04 memory system, info, account  user admin logged in from 2C:F0:50:E8:0B:0D via winbox [
5597 May/10/2023 15:38:05 memory hotspot, info, debug 2105107 (192.168.53.109): logged out: keepalive timeout
958 May/10/2023 15:38:09 memory dhep, info dhep-Hotspot assigned 192.168.94.157 to 12:15:B6:50:EC:51
599 May/10/2023 15:38:10 memory hotspot, info, debug 2105109 (152.168.53 40): logged out: keepalive timeout =l

1000 tems



Log Userman

& 5 C A Notsecure | 182.253.184.166:8000/userman

@ NeoPoltek @ Neo Sevima

MikroTsk

Mikrotik User Manaper

. SIAKAD @ SlUper

51 Legalisir

ProFeeder

) PDDikti - Admin

F Edink @ SISTER No Surat BAAK UniFi Network % Cotton-Tail's Galler...

o stimageMin - Effi...
REGSDM | DIKTI FastlmageMin - Effi,

O

@ Evira

1=
@

.
»
=]
-4

i Jurnal Teknologi Da... »

Mahasiswa

192.168.93.

127.0

12/23/2022

16:

12;

Routers (] W Username V User IP " Host IP YV Time * Calling station ID
— [H] lazh 152.168.93.207 127.0.0.1 12/23/2022 13:23:14 28:EE:52:14:EF:51
Sessions ] mahasiswa 192.168.92,39 127.0.0.1 12/23/2022 13:27:01 16:44:3A:77:C5:E3
— [m] 2002039 102.168.95.63 127.0.0.1 12/23/2022 13:27:03 2C:D0:66:07:D0:A4
[m] lvrils 102.168.95.92 127.0.0.1 12/23/2022 13:28:35 34:C9:3D:DC:A0:19
Lo O 2002048 102.168.92.44 127.0.0.1 12/23/2022 13:28:41 5A:0C:2E:FO:3F:A3
By [m] Mahasiswa 102.168.95.63 127.0.0.1 12/23/2022 13:30:00 2C:D0:66:07:D0:A4
Profiles [m] Plantation 102.168.95.63 127.0.0.1 12/23/2022 132:30:32 2C:D0:66:07:D0:A4
Settings [m] DDO4 152.168.92.53 127.0.0.1 12/23/2022 13:30:37 E4:AA:EA:30:2A:6B
Reports O 2202031 152.168.92.48 127.0.0.1 12/23/2022 13:30:46 A4:F0:5E:7E:6D:AB
51 A sessions O DD04 152.168.92.53 127.0.0.1 12/23/2022 13:30:48 E4:AA:EA:30:2A:6B
514 users [H] DDO4 192.168.92.53 127.0.0.1 12/23/2022 13:30:50 E4:AAEA:30:2A:6B
— [H] 2202031 152.168.92.48 127.0.0.1 12/23/2022 13:31:04 A4:F0:5E:7E:6D:AB
] 2202031 1592.168.92.48 127.0.0.1 12/23/2022 13:31:18 A4:F0:5E:7E:6D:AB
= ] mahasiswa 152.168.93.176 127.0.0.1 12/23/2022 13:32:25 3A:2E:4D:2C:71:iFA
[m] 2202036 102.168.92.69 127.0.0.1 12/23/2022 13:34:45 76:4C:97:A1:FB:30
[m] 220200332 102.168.92.70 127.0.0.1 12/23/2022 13:35:19 DA:F3:83:F8:9A:96
O 2202051 102.168.92.54 127.0.0.1 12/23/2022 13:38:00 AAEAIB2:A7:B5:6A
[m] tamu 102.168.92.78 127.0.0.1 12/23/2022 13:38:53 3E:ED:AC:61:C1:72
[m] Guest 102.168.02.78 127.0.0.1 12/23/2022 132:39:08 3E:ED:AC:61:C1:72
[m] 2202033 152.168.92.70 127.0.0.1 12/23/2022 13:40:51 DA:F3:83:F8:9A:96
J 2003041 152.168.92.96 127.0.0.1 12/23/2022 13:49:21 AA:62:35:E3:CB11C
O 2201036 152.168.92.215 127.0.0.1 12/23/2022 13:52:16 52:92:A5:A2:05:FA
[H] Mahasiswa 192.168.92.215 127.0.0.1 12/23/2022 13:54:13 52:92:A5:A2:05:FA
[H] 2201036 192.168.92,215 127.0.0.1 12/23/2022 13:54:28 52:92:A5:A2:05:FA
] Mahasiswa 1592.168.92,50 127.0.0.1 12/23/2022 13:56:49 6E:9C:AE:9F:D7:B0
] dedeque 152.168.92,113 127.0.0.1 12/23/2022 14:28:39 8C:D9:D6:FAIFGIFC
[m] DDO4 102.168.93.88 127.0.0.1 12/23/2022 14:51:23 E4:AA:EA:30:2A:6B
[m] thy 102.168.93.24 127.0.0.1 12/23/2022 14:55:20 94:DE:80:48:40:87
] ithy 102.168.93.24 127.0.0.1 12/23/2022 14:55:29 94:DE:80:48:40:87
[m] mahasiswa 102.168.93.61 127.0.0.1 12/23/2022 14:55:38 30:94:35:66:01:F9
[m] 2002040 102.168.03.04 127.0.0.1 12/23/2022 15:01:03 76:05:7E:B7:7B:E3
[m] DD04 152.168.93.88 127.0.0.1 12/23/2022 15:10:02 E4:AA:EA:30:2A:6B
O 2004011 152.168.93.127 127.0.0.1 12/23/2022 15:44:10 34:E9:11:2D:70:85
[H] 2004011 152.168.93.127 127.0.0.1 12/23/2022 15:45:48 34: :2D:70:85
[H] 2004011 192.168.93.127 127.0.0.1 12/23/2022 15:46:54 34 :2D:70:85
[H] 2002043 1592.168.93.102 127.0.0.1 12/23/2022 15:47:56 22:47:8E:07:D5:ED
] 2202035 1592.168.93.18 127.0.0.1 12/23/2022 15:57:15 92:E2:BC:48:62:FC
O .0.1 EA:

B8:2E:84:00:00




